Release Notes for Patch Release #1841
January 28, 2014

Security Patch Release

This Patch Release addresses critical vulnerabilities; please consider de-
ploying it as soon as possible. Not deploying this Patch Release may result
in remote service exploitation, security threats to users and exposure of
sensitive data.

Detailed vulnerability descriptions will be publicly disclosed no earlier
than five (5) working days after public availability of this Patch Release.
There is no indication that one or more of these vulnerabilities are already
getting exploited or that information about them is publicly circulating.
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1 Shipped Product and Version

Open-Xchange AppSuite backend 7.2.2-rev31

Open-Xchange OX6 backend 7.2.2-rev31

2 Bugs Fixed since previous Public Patch Release

This document provides a summary of bugfixes and changes that have
been applied subsequently to shipping Patch Release #1796.

30820 CVE-2014-1679
CVSSv2: 5.7
Researcher credits to joernchen of Phenoelit

30571 Signature title gets garbled using Hindi characters

Snippet attributes were read wrongly from associated MIME data, but not
simply loaded from database

This has been fixed by reading snippet attributes from database.

30269 Contact from distribution lists is getting removed on updat-
ing contact when the contact is part of multiple distribution list
When updating distribution list members that are referencing a contact
that was moved to another folder, this update was not reflected correctly
in the distribution list due to missing information about the previous parent
folder.

The fix is that the contact service now passes the original contact as well
as the updated contact down to the storages so that the original parent
folder can be identified correctly.

3 Tests

The OX QA team has successfully reproduced the reported issues and veri-
fied all bug fixes within a lab environment.

To avoid side effects, the shipped packages have gone through auto-
mated regression test on both, a Continuous Integration System and a ded-
icated server setup for system and integration testing.

All bug fixes have been checked for potential side effects and changed
behavior. Unless explicitly stated within this document, we do not expect
any side-effects.

4 Fixed Bugs

30820, 30571, 30269,



