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Security Patch Release
This Patch Release addresses critical vulnerabilities; please consider deploying it as soon as possi-
ble. Not deploying this Patch Release may result in remote service exploitation, security threats to
users and exposure of sensitive data.
Detailed vulnerability descriptions will be publicly disclosed no earlier than five (5) working days

after public availability of this Patch Release. There is no indication that one or more of these
vulnerabilities are already getting exploited or that information about them is publicly circulating.
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Release Notes for Patch Release#2288

1 Shipped Product and Version
Open-Xchange AppSuite backend 7.6.1-rev11
Open-Xchange AppSuite frontend 7.6.1-rev8
Open-Xchange USM 7.6.1-rev6
Open-Xchange EAS 7.6.1-rev7

2 Bugs fixed since previous Public Release
This document provides a summary of bugfixes and changes that have been applied subsequently
to shipping Patch Release #2263.
35512 CVE-2014-8993
CVSSv2: 5.7
35470 Creating subfolders under IMAP public folders not possible
Wrong check if parent folder is a public PIM folder.
Solution: Fixed check whether parent folder is a public PIM folder.
35468 Error when processing folder synchronization in Outlook
Certain HTTP client implementation cannot properly deal with a 102 status code response while
waiting for data. Therefor the ”blacklist” of clients has been extended to avoid connection losses
during data transfer.
35422 Incorrect z-index for extended task information area
When creating a new task and switching to expanded view, clicking on the links for the day of repe-
tition triggers errors with overlapping elements. This has been solved by removing legacy code.
35393 Tooltip shows wrong number of files in Drive folder
In case custom storage backends are used, the amount of files per folders may be incorrectly dis-
played. This has been solved by accessing the correct data pool to get this information.
35176 EAS provisioning profile cannot be signed
To allow quick and flawless rollout of EAS provisioning profiles, the profile generator now allows to
include intermediate certificates when cryptographically signing the profile.
35138 Reliability issues with EAS on Windows Phone 8.1
Certain synchronisation settings have not been stored within the users session. Therefor synchro-
nisation cycles could trigger burst requests that lead concurrency issues with the sync client. This
has been solved by correctly storing and restoring such information for each sync session.
32797 Incorrect unique identifier used when synchronising distribution lists in Outlook
When synchronising distribution lists, unique identifiers of list members got lost in some cases
since they have been looked up at the wrong folder. This has been solved by checking all relevant
folders for those identifiers.
34921 Problem when using Open option for attachments in an email
HTML sanitizing has been applied to XML content although inappropriate.
Solution: Do not generally apply HTML sanitizing to XML content if not intended to be displayed
inline.
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3 Changes relevant for Administrators
3.1 Changes of Configuration Files
Change #2297 Option to add intermediate certificates when signing provisioning profiles
Added the property com.openexchange.mobile.configuration.generator.PemFile (Default: empty)
to eas-provisioning.properties file that specifies the ”-certfile” argument for the OpenSSL call.

4 Tests
Not all issues that got resolved with this Patch Release could be reproduced within the OX QA
lab. Therefore, we advise guided and close monitoring of the reported issue when deploying to a
staging or production environment.
To avoid side effects, the shipped packages have gone through automated regression test on

both, a Continuous Integration System and a dedicated server setup for system and integration
testing.
All changes have been checked for potential side-effects and effect on behavior. Unless explicitly

stated within this document, we do not expect any side-effects.

5 Fixed Bugs
35512, 35470, 35468, 35422, 35393, 35176, 35138, 32797, 34921,
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