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Release Notes for Patch Release #2678 Dx

1 Shipped Product and Version

Open-Xchange AppSuite backend 7.6.1-rev31
Open-Xchange AppSuite frontend 7.6.1-rev26

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering

2 Bugs fixed since previous Public Release

This document provides a summary of bugfixes and changes that have been applied subsequently
to shipping Patch Release #2637.

39974 HTTP500 response when triggering reload of AppSuite with IE10

SAML related server responses did not contain the "Pragma no-cache” headers. This made IE10
re-using outdated authentication data when reloading the browser. This has been fixed by adding
the corresponding HTTP headers to SAML responses.

37948 Sessions invalidated when using multiple tabs with AppSuite

When disabling autologin at the backend, each additional instance of AppSuite will require the user
to re-login. In this scenario other sessions which may be active at the same browser, for example
at other tabs, get terminated by the additional login. This has been solved by implementing a SAML
specific auto-login mechanism which is based on non-persistent cookies. To enable this mode, set
com.openexchange.saml.enableAutoLogin (Default: false) to true.

3 Changes relevant for Administrators

3.1 Changes of Configuration Files

Change #2673 SAML implementation was extended by an optional auto-login mechanism

The option com. openexchange . saml . enableAutoLogin (Default: false) has been added to saml.properties.
It allows to use a auto-login mechanism in combination with SAML. Please check the configuration

file for a more detailed description.

4 Tests

The Open-Xchange QA team has successfully verified all bug fixes that could be reproduced within
a lab environment.

To avoid side effects, the shipped packages have gone through automated regression test on
both, a Continuous Integration System and a dedicated server setup for system and integration
testing.

All changes have been checked for potential side-effects and effect on behavior. Unless explicitly
stated within this document, we do not expect any side-effects.
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