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Release Notes for Release1.11.8

1 Shipped Product and Version

OX Cloud Plugins 1.11.8

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering and http://documentation.open-xchange.com/.

2 Bugs fixed with this Release

This section provides a summary of bug fixes and changes that have been applied subsequently
to shipping Release 1.11.7. Some of the announced bug fixes may have already been fixed at the
existing code-base via Patch Releases.

CP-316 Unable to login if c.o.c.keycloak.oauth.refreshTime > Token Lifespan
Status: Fixed
Root Cause Description:

Access Token expiry is not checked prior to allowing login

Solution Description:

Check Access Token lifetime before login and don’t open session if expiry is below configured
threshold.

Severity: 3
Components: middleware
Labels: L3
Affected Packages: open-xchange-cloudplugins-keycloak

3 Changes relevant for Operators

3.1 Changes of Configuration Files

Change #1 /opt/open-xchange/etc/cloudplugins.properties

+com.openexchange.cloudplugins.announcements.enabled=true
+com.openexchange.cloudplugins.announcements.globaldbContextGroup=default

Package: open-xchange-cloudplugins

Change #2 /opt/open-xchange/etc/cloudplugins-mx-checker.properties

+com.openexchange.cloudplugins.mx.checker.cache.max=10000
+com.openexchange.cloudplugins.mx.checker.cache.expire.seconds=3600

Package: open-xchange-cloudplugins-mx-checker

3.2 Changes of Behavior

Change #CP-319 Announcements dialog
Status: In Progress
Previous Issue Keys: CLD-180, PLG-274
Affected Packages: open-xchange-cloudplugins
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Change #CP-320 Check and Align UI for 7.10.6
Status: Done
Resolution: Done
Affected Packages: open-xchange-cloudplugins-loginproxy-ui

Change #CP-328 Announcements dialog Unit Tests
Status: Done
Resolution: Done
Components: announcements (mw)
Affected Packages: open-xchange-cloudplugins

Change #CP-329 MX Checker Backend for Cloud Easy
Status: Done
Resolution: Done
Components: mx-checker
Affected Packages: open-xchange-cloudplugins-mx-checker

Change #CP-330 Announcements dialog UI
Status: Done
Resolution: Done
Components: announcements (ui)
Affected Packages: open-xchange-cloudplugins-announcements-ui

Change #CP-332 Announcements dialog UI e2e tests
Status: Done
Resolution: Done
Components: announcements (ui)
Affected Packages: open-xchange-cloudplugins-announcements-ui

Change #CP-335 Remove deprecated open-xchange-oxaas-cmc package
Status: Done
Resolution: Fixed
Components: cloud-management-center (discontinued)
Source Directory: Jenkinsfile
cloud-plugins-packages

Change #CP-336 Translations for login proxy
Status: Done
Resolution: Fixed
Components: Documentation & Translation
Affected Packages: open-xchange-cloudplugins-loginproxy-ui

Change #CP-339 Announcements Translations
Status: Done
Resolution: Fixed
Components: Documentation & Translation
Affected Packages: open-xchange-cloudplugins
open-xchange-cloudplugins-announcements-ui

4 Tests

Not all defects that got resolved could be reproduced within the lab. Therefore, we advise guided
and close monitoring of the reported defect when deploying to a staging or production environ-
ment. Defects which have not been fully verified, are marked as such.

To avoid side effects, the shipped packages have gone through automated regression test on
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both, a Continuous Integration System and a dedicated server set-up for system and integration
testing. All changes have been checked for potential side-effects and effect on behavior. Unless
explicitly stated within this document, we do not expect any side-effects.

4.1 Test Report

Test T1718773 Restrict mail access (cloud-plugins-1.11.8-rev3)
Status: Passed
If a user has access-webmail off, this must be written into LDAP

Test T1718774 Installation setup of Cassandra (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718775 Login table creation in Cassendra (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718776 Record logging of Http protocol with valid credentials (cloud-plugins-1.11.8-
rev3)
Status: Passed
Jira CP-4

Test T1718777 Record loggingofHttpprotocolwith invalid credentials (cloud-plugins-1.11.8-
rev3)
Status: Passed
Jira CP-5

Test T1718778 Record logging of Smtp protocol with valid credentials (cloud-plugins-1.11.8-
rev3)
Status: Passed
Jira CP-4

Test T1718779 Record loggingof Smtpprotocolwith invalid credentials (cloud-plugins-1.11.8-
rev3)
Status: Passed
Jira CP-5

Test T1718780 Record logging of IMAP protocol with valid credentials (cloud-plugins-1.11.8-
rev3)
Status: Passed
Jira CP-4

Test T1718781 Record loggingof IMAPprotocolwith invalid credentials (cloud-plugins-1.11.8-
rev3)
Status: Passed
Jira CP-5

Test T1718782 Record reset counter for IMAP protocol on successful login (cloud-plugins-
1.11.8-rev3)
Status: Passed
Jira CP-5

Test T1718783 Record reset counter for SMTP protocol on successful login (cloud-plugins-
1.11.8-rev3)
Status: Passed
Jira CP-5

4

https://jira.open-xchange.com/browse/CP-4
https://jira.open-xchange.com/browse/CP-5
https://jira.open-xchange.com/browse/CP-4
https://jira.open-xchange.com/browse/CP-5
https://jira.open-xchange.com/browse/CP-4
https://jira.open-xchange.com/browse/CP-5
https://jira.open-xchange.com/browse/CP-5
https://jira.open-xchange.com/browse/CP-5


Release Notes for Release1.11.8

Test T1718784 Record reset counter for Http protocol on successful login (cloud-plugins-
1.11.8-rev3)
Status: Passed
Jira CP-5

Test T1718785 Logging the Upgrade time of Drive (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718786 Logging the Downgrade time of Drive (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718787 Record the creation time of Email Alias (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-14

Test T1718788 Record the deletion time of Email Alias (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-14

Test T1718789 Record the quota information in Quota Usage table in Cassandra (cloud-
plugins-1.11.8-rev3)
Status: Passed
Verify the quota logging in database
Jira MW-442

Test T1718790 Record creation and deletion of AutoForward sieve filter in Cassendra table
(cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-110

Test T1718791 User master authentication (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-1

Test T1718792 Use Nginx Auth with Alias (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718793 Update password hash in LDAP (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-78 (Update password hash in LDAP upon successful authentication)

Test T1718794 Add metrics for Password validation and Password updates (cloud-plugins-
1.11.8-rev3)
Status: Passed
Jira CP-203 (Add metrics for Password validation and Password updates)

Test T1718795 Login using an alias (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-159 (Make CloudAuthService LDAP lookup type configurable - uid and/or alias)

Test T1718796 Get user with option attributes (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718797 Restuful API function toCreate/updateoxMSISDNandoxCustomIdattributes
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(cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718798 Delete optional attributes from Ldap Schema (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718799 Configuration (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718800 Auto forward (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718801 Change admin to be able to create sub-admins (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718802 Restrict number of contexts for sub-admins (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718803 Restrict number of users for sub-admins (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718804 Restrict number of sub-sub-admins (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718805 Status OXAAS (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-228
Jira CP-301

Test T1718806 Status HOLD (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718807 Remove oxDeliveryStatus attribute (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718808 Check the status (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718809 Set a random status (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718810 Generate report (cloud-plugins-1.11.8-rev3)
Status: Passed
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Test T1718811 Extend reporting with user-language setting (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718812 Test with Postman (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718813 Setup/Configuration (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718814 Apply COS to user (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718815 Delete COS from a user (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718816 Check CLTs (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718817 Setup/Configuration (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718818 Login a user with OXAAS status (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718819 Login a user with HOLD status (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718820 Login a user with other status (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718821 Setup/Configuration (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1718822 Test login with configured brand (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718823 Test login with another brand (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1718824 Enable password change (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-293

Test T1718825 Log change of user (cloud-plugins-1.11.8-rev3)
Status: Passed
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Jira CP-293

Test T1718826 Log change done by RMI (cloud-plugins-1.11.8-rev3)
Status: Passed
Jira CP-293

Test T1719109 Installation and configuration (cloud-plugins-1.11.8-rev3)
Status: Passed
Link Link+Ui

Test T1719243 Installation and configuration (cloud-plugins-1.11.8-rev3)
Status: Passed
Link

Test T1719244 mx and spf invalid (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1719245 mx invalid and spf valid (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1719246 mx valid and spf invalid (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1719247 mx and spf invalid with propagating true (cloud-plugins-1.11.8-rev3)
Status: Passed

Test T1719248 mx and spf valid (cloud-plugins-1.11.8-rev3)
Status: Passed

5 Fixed Bugs

CP-316,
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