Release Notes for Patch Release #2111

August 25, 2014

Security Patch Release

This Patch Release addresses critical vulnerabilities; please consider deploying it as soon as possi-
ble. Not deploying this Patch Release may result in remote service exploitation, security threats to
users and exposure of sensitive data.

Detailed vulnerability descriptions will be publicly disclosed no earlier than five (5) working days
after public availability of this Patch Release. There is no indication that one or more of these
vulnerabilities are already getting exploited or that information about them is publicly circulating.



Copyright notice

©2014 by Open-Xchange AG. All rights reserved. Open-Xchange and the Open-Xchange logo are
trademarks or registered trademarks of Open-Xchange AG. All other company and/or product
names may be trademarks or registered trademarks of their owners. Information contained in

this document is subject to change without notice.
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1 Shipped Product and Version

Open-Xchange AppSuite backend 7.4.2-rev33
Open-Xchange AppSuite frontend 7.4.2-rev25
Open-Xchange AppSuite usm 7.4.2-rev12

Open-Xchange AppSuite eas 7.4.2-rev9

Open-Xchange AppSuite office 7.4.2-rev11

Open-Xchange AppSuite documentconverter 7.4.2-rev10
Open-Xchange AppSuite documentconverter-api 7.4.2-rev10

Open-Xchange Readerengine 4.0.5.2-38

2 Bugs fixed since previous Public Release

This document provides a summary of bugfixes and changes that have been applied subsequently
to shipping Patch Release #2096.

31962 502 - Proxy Errors after switching to Grizzly

A long-running EAS ping request was not detected in case EAS client uses base64-encoded binary
data in request’'s query string. Thus such ping requests were not properly withheld from being
monitored by request watcher.

Solution: Properly detect EAS ping request in case of base64-encoded binary data in request's query
string and prevent that request from being minitored by request watcher.

32396 Webservices URLs to show wrong URLs

The endpoint address gets manipulated after accessing it. If a host has multiple aliases, or if there
is a load balancer in-front of a cluster, then upon accessing an endpoint, the original endpoint’s
address is rewritten and therefore displayed incorrectly. This is a know side-effect of the third party
lib CXF (https://issues.apache.org/jira/browse/CXF-5737).

This has been fixed by introducing a new property 'disable-address-updates’ which prevents the
URL manipulation.

33036 Unknown setting path folder/blacklist” error seen in logs when GAB is disabled using
key io.ox/core//folder/blacklist/6=true
This problem has been fixed and there will be no error message.

33394 Message count is different in message list and selected pane when select all mes-
sages
This has been fixed by changing the calculation of selected messages.

33489 Password shows up in clear text while viewing personal error logs as user

If a user checked the "Error Logs” section of the Ul, some requests may expose clear text passwords
that the user has entered before. This information is not exposed to any external party, however
to ensure privacy and remove unnecessary output, this has been fixed by replacing all (top-level)
properties that contain the word "password” by "*#***",

33602 Draft gets saved multiple times

When editing a document, in some cases the draft message got saved multiple times. The issue
was a race condition.

This has been fixed by waiting for next msgref before saving a draft message.
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33620 CVE-2014-5235
CVSSv2: 5.7

33715 EAS fetches the mail twice instead of only one time
EAS clients fetched a mail twice because the mail source was not available on first fetch. This has
been solved by completely providing the mail including source on the first request.

33818 Foreign key constraint fails (‘ox002_479"'.'delDateExternal’, CONSTRAINT ‘delDateEx-
ternal_ibfk_1’

Update task dependencies were mixed up, so in some cases foreign keys in tables ‘dateExternal’
and ‘delDateExternal’ were not dropped.

This has been fixed by adding update task to check these foreign keys and drop them if necessary.

33834 CVE-2014-5236
CVSSv2: 7.4

33835 CVE-2014-5236
CVSSv2: 7.4

33836 CVE-2014-5237
CVSSv2: 4.4

33839 CVE-2014-5234
CVSSv2: 5.7

33915 Cannot insert more than a user attribute with a single RMI call

Setting more than one user_attribute element (e.g. alias or configuration cascade) at the same time
resulted in an error.

This has been fixed by correcting the corresponding SQL statements.

33918 118n service for locale <locale>has no translation

The names of subscription sources have been passed to |18nService regardless if they were Local-
izableStrings or not.

This has been fixed by introducing a new flag to selectively translate subscription sources names.

33919 CVE-2014-5238
CVSSv2: 5.4

33928 Sort option is not getting ticked on mobile devices
Fixed issue in sort mode.

33970 Slash in subject, saving to disk not possible
Although the slash (/) gets escaped, it gets unescaped too early and causes a 404 error.
Slashes are now replaced by underscores ().

3 Changes relevant for Administrators

3.1 Changes of Configuration Files

Change #2120 Added new config item com.openexchange.documentconverter.blacklistFile
to documentconverter.properties

The list of external document content URLs that are not allowed to be loaded by the readerengine
after loading a document.

The file itself contains a list of (newline separated) regular expressions. Each external URL is first
checked against the list of blacklist URL regular expressions. If the external URL matches one black-
list entry, the external URL is then checked against the list of whitelist URL regular expressions.
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The behavior in summary is as follows:

e If the URL is not blacklisted and not whitelisted, it is resolved at runtime.
o If the URL is blacklisted but not whitelisted, it is not resolved at runtime.

If the URL is not blacklisted but whitelisted, it is resolved at runtime.

If the URL is blacklisted and whitelisted, it is resolved at runtime.

¢ In boolean notation: valid = (Iblacklisted) OR whitelisted

Please note that the regular expressions need to fully qualify the patterns that the URL should be
checked against. Upper/Lower cases need to be handled by the regular expression as well. The file
itself needs to be UTF-8 encoded to be read appropriately.

Default value: "/opt/open-xchange/etc/readerengine.blacklist”

Change #2123 Added new config item com.openexchange.documentconverter.whitelistFile
to documentconverter.properties

The list of external document content URLs that are allowed to be loaded by the readerengine after
an external URL matched a blacklist pattern.

The file itself contains a list of (newline separated) regular expressions. Each external URL is first
checked against the list of blacklist URL regular expressions. If the external URL matches one black-
list entry, the external URL is then checked against the list of whitelist URL regular expressions.

The behavior in summary is as follows:

e If the URL is not blacklisted and not whitelisted, it is resolved at runtime.

If the URL is blacklisted but not whitelisted, it is not resolved at runtime.

If the URL is not blacklisted but whitelisted, it is resolved at runtime.

e If the URL is blacklisted and whitelisted, it is resolved at runtime.
e In boolean notation: valid = (blacklisted) OR whitelisted

Please note that the regular expressions need to fully qualify the patterns that the URL should be
checked against.

Upper/Lower cases need to be handled by the regular expression as well.The file itself needs to
be UTF-8 encoded to be read appropriately.

Default value: "/opt/open-xchange/etc/readerengine.whitelist”

Change #2124 Added new configitem com.openexchange.documentconverter.urlLinkLimit
to documentconverter.properties

The external URL link limit specifies the maximum amount of valid external internet URLs (filtered
by blacklist and whitelist before), that are tried to get resolved by the engine when loading a docu-
ment.

When this limit is reached, no more external internet URLs are resolved for the current document.

Please note, that this limit is not directly related to the amount of visible linked objects within
the document. The code itself often needs to resolve one URL more than once or even twice to
finish loading of the objects’ content.

In addition, the URL link limit not only affects the amount of URLs, resolved within the viewer but
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also the amount of resolved URLs when printing or downloading a document, so that the appear-
ance of a viewed and of a printed/downloaded document is similar in general.

Set to -1 for no upper limit or to 0 to disable the resolving of internet URLs completely
Default value: 200

Change #2125 Added new configitem com.openexchange.documentconverter.urlLinkProxy
to documentconverter.properties

The external URL link proxy config entry specifies a proxy server, that is used by the readerengine
to resolve external links, contained within a document. Such links are e.g. external http:// graphic
links, that are going to be resolved during the filtering process of a readerengine instance.

Set this entry to the address of the proxy server: host:port
Recognized protocols for object URLs to be resolved by the proxy are: http://, https:// and ftp://
Leave empty, if no proxy server should be used by the readerengine.

Default value: n/a

4 Tests

The Open-Xchange QA team has successfully verified all bug fixes that could be reproduced within
a lab environment.

To avoid side effects, the shipped packages have gone through automated regression test on
both, a Continuous Integration System and a dedicated server setup for system and integration
testing.

All changes have been checked for potential side-effects and effect on behavior. Unless explicitly
stated within this document, we do not expect any side-effects.

5 Fixed Bugs

31962, 32396, 33036, 33394, 33489, 33602, 33620, 33715, 33818, 33834, 33835, 33836, 33839,
33915, 33918, 33919, 33928, 33970,



