Release Notes for Patch Release #5339
2019-07-29

Security Patch Release
This Patch Release addresses critical vulnerabilities; please consider deploying it as soon as possible. Not deploying this Patch Release may result in remote service exploitation, security threats to
users and exposure of sensitive data.
Detailed vulnerability descriptions will be publicly disclosed no earlier than fifteen (15) working
days after public availability of this Patch Release. There is no indication that one or more of these
vulnerabilities are already getting exploited or that information about them is publicly circulating.

Copyright notice

©2019 by OX Software GmbH. All rights reserved. Open-Xchange and the Open-Xchange logo are
trademarks or registered trademarks of OX Software GmbH. All other company and/or product
names may be trademarks or registered trademarks of their owners. Information contained in this
document is subject to change without notice.

Release Notes for Patch Release #5339

1

Shipped Product and Version

Open-Xchange AppSuite backend 7.8.4-rev60
Open-Xchange AppSuite frontend 7.8.4-rev54
Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering and http://documentation.open-xchange.com/.
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Vulnerabilities fixed since previous Public Release

This section provides a summary of bug fixes and changes that have been applied subsequently
to shipping Patch Release #5275. Solutions for vulnerabilities have been provided for the existing
code-base via Patch Releases.

65799 CVE-2019-14226
CVSS: 3.1
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Bugs fixed since previous Public Release

This section provides a summary of bug fixes and changes that have been applied subsequently to
shipping Patch Release #5275.

66108 In the List view When series of appointment is deleted, the tab is not getting closed
after the event got deleted
Missing event listener for series delete.
This has been solved by adding the missing event listener.
65970 Contact Print Action ‘details’ option is displaying City, State and Postal code in Different lines
This has been solved by introducing locale/format to allow country specific address formatting.
65941 Removing ro from db safely
A superfluous check led to the ”unregisterdatabase” utility reporting that also read-only schemas
are possibly ”in use”.
This has been solved by performing ”in use” check during ”unregisterdatabase” for master database
only.
65916 In Compact view the mail details have appeared outside Right side border instead
inside right side border
Missing max width for recipients element.
This has been fixed by adding ‘max-width’ and ‘ellipsis’ for former overflowing recipient nodes.
65659 The output file for the webmail feedback comments module does not recognize Edge
browser
Edge recognized as IE with higher version.
This has been fixed by improving the browser check.
65640 The output file for the webmail feedback labels the “Inbox” application as “Mail” ,
Instead of ”Inbox””
It was not possible to map feedback app names to custom names.
This has been solved by adding new extension point to process feedback data.
65515 Failed to load email message content in UI
Corrupted mail with invalid multipart delimiters and invalid charset name quoting leads to failure
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when parsing/displaying the affected mail.
Solution: Deal with possibly quoted charset names on charset look-up. This fixes the exception
when looking-up charset by charset name, but does not display reasonable content since multipart
delimiters are corrupt in mail’s source. The user sees: This mail has no content.

4
4.1

Changes relevant for Operators
Changes of Behavior

Change #SCR-496 Country specific post address formatting moved into separate component
Country specific postal address formatting was handled as part of translations before. Now formatting is part of the regular App Suite frontend logic (‘io.ox/core/locale/postal-address.js‘) using
the country part of user’s current locale.
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Tests

Not all defects that got resolved could be reproduced within the lab. Therefore, we advise guided
and close monitoring of the reported defect when deploying to a staging or production environment. Defects which have not been fully verified, are marked as such.
To avoid side effects, the shipped packages have gone through automated regression test on both,
a Continuous Integration System and a dedicated server set-up for system and integration testing.
All changes have been checked for potential side-effects and effect on behavior. Unless explicitly
stated within this document, we do not expect any side-effects.
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Fixed Bugs

66108, 65970, 65941, 65916, 65659, 65640, 65515, 65799,
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