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Security Patch Release

This Patch Release addresses critical vulnerabilities; please consider deploying it as soon as possi-
ble. Not deploying this Patch Release may result in remote service exploitation, security threats to
users and exposure of sensitive data.

Detailed vulnerability descriptions will be publicly disclosed no earlier than fifteen (15) working days
after public availability of this Patch Release. There is no indication that one ormore of these vulner-
abilities are already getting exploited or that information about them is publicly circulating.
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Release Notes for Patch Release#6219

1 Shipped Version

Open-Xchange App Suite backend 7.10.6-rev40
Open-Xchange App Suite frontend 7.10.6-rev26
Open-Xchange App Suite documentconverter 7.10.6-rev8
Open-Xchange App Suite readerengine 7.10.6-rev5

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering and http://documentation.open-xchange.com/.

2 Vulnerabilities fixed since previous Public Release

This section provides a summary of bug fixes and changes that have been applied subsequently
to shipping Patch Release #6223. Solutions for vulnerabilities have been provided for the existing
code-base via Patch Releases.

MWB-2019 CVE-2023-26429
CVSS:3.5

MWB-2008 CVE-2023-26428
CVSS:6.5

MWB-2046 CVE-2023-26432
CVSS:4.3

MWB-2048 CVE-2023-26434
CVSS:4.3

MWB-2047 CVE-2023-26433
CVSS:4.3

DOCS-4662 CVE-2023-26435
CVSS:5

MWB-1994 CVE-2023-26427
CVSS:3.2

DOCS-4701 CVE-2023-26436
CVSS:8.3

MWB-2038 CVE-2023-26431
CVSS:5

3 Bugs fixed since previous Public Release

This section provides a summary of bug fixes and changes that have been applied subsequently to
shipping Patch Release #6223.

OXUIB-2157 Email body not fully shown sometimes
Height calculation was too early and missed margin/padding etc.
This has been fixed by triggering height calculation a second time, slightly later so that the css is
applied correctly.
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OXUIB-2126 Sorting by folder name in Drive not working in public files
Missing sorting by folder name.
This has been solved by adding sorting on client side.

MWB-2052 Oxsysreport: Add missing option for excluding specific log files
Missing option to exclude specific log files.
This has bbeen solvedby adding a newoptional parameter for excluding specific log files. /opt/open-
xchange/sbin/oxsysreport --exclude-logs-filter '/oxnotifyd.log\|/auth.log'

MWB-1967 Public folders will displayed as ”public folders” instead with their names
i18n name set for multiple public IMAP namespace.
Don’t set i18n name for public IMAP namespace if there are multiple ones configured to solve this
issue.

MWB-2051 Oxsysreport: Missing logfiles from /var/log/open-xchange once –ox-log-dir was
given with another logfile location
Unexpected hard coded log location for osci and console log.
This has been fixed by always including default log location /var/log/open-xchange.

MWB-2030 Guard Page Refresh for Guests on SSO Systems
Missing Set-Cookie directive when resolving share link under certain circumstances.
This has been solved by orderly setting session- and share-cookie when resolving share link.

4 Tests

Not all defects that got resolved could be reproduced within the lab. Therefore, we advise guided
and close monitoring of the reported defect when deploying to a staging or production environ-
ment. Defects which have not been fully verified, are marked as such.

To avoid side effects, the shipped packages have gone through automated regression test on
both, a Continuous Integration System and a dedicated server set-up for system and integration
testing. All changes have been checked for potential side-effects and effect on behavior. Unless
explicitly stated within this document, we do not expect any side-effects.

5 Fixed Bugs

OXUIB-2157, OXUIB-2126, MWB-2052, MWB-1967, MWB-2051, MWB-2030, MWB-2019, MWB-2008,
MWB-2046, MWB-2048, MWB-2047, DOCS-4662, MWB-1994, DOCS-4701, MWB-2038,
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