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Security Patch Release

This Patch Release addresses critical vulnerabilities; please consider deploying it as soon as possi-
ble. Not deploying this Patch Release may result in remote service exploitation, security threats to
users and exposure of sensitive data.

Detailed vulnerability descriptions will be publicly disclosed no earlier than fifteen (15) working days
after public availability of this Patch Release. There is no indication that one ormore of these vulner-
abilities are already getting exploited or that information about them is publicly circulating.
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Release Notes for Patch Release#6251

1 Shipped Version

Open-Xchange App Suite backend 7.10.6-rev52
Open-Xchange App Suite frontend 7.10.6-rev35

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering and http://documentation.open-xchange.com/.

2 Vulnerabilities fixed since previous Public Release

This section provides a summary of bug fixes and changes that have been applied subsequently
to shipping Patch Release #6250. Solutions for vulnerabilities have been provided for the existing
code-base via Patch Releases.

OXUIB-2533 CVE-2023-41710
CVSS:5.4

OXUIB-2532 CVE-2023-29052
CVSS:5.4

MWB-2315 CVE-2023-29051
CVSS:8.1

3 Changes relevant for Developers

3.1 Changes of internal APIs

Change #SCR-1300 Remove templating as valid format option
The publication and OXMF-based subscriptions features were removed with 7.10.2. Now, we re-
move a leftover within the API. The &format=template API parameter is no longer supported and
will result in an error if used.

4 Fixed Bugs

OXUIB-2533, OXUIB-2532, MWB-2315,
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