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1 General Information

With this new release, Open-Xchange integrates OX Guard even more closely with OX App Suite,
particularly when composing and reading emails.

What's New in General and Feature Overviews
Open-Xchange now provides more detailed overviews and Feature Overview documents relating to
new productreleases. These can be found athttps://www.open-xchange.com/portfolio/whats-new/.

General Information - Please Note

Open-Xchange encourages administrators to regularly update to the latest available release. To en-
sure a stable and up to date environment please note the different versions supported. An overview
of the latest supported Major, Minor and Public Patch Releases can be found in the Knowledgebase
at: http://oxpedia.org/wiki/index.php?title=AppSuite:Version_Support_Committment

2 Shipped Product and Version
Open-Xchange Guard 2.10.1-rev3

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering and http://documentation.open-xchange.com/.

3 Vulnerabilities fixed with this Release

This section provides a summary of security related bug fixes that have been applied subsequently
to shipping Release 2.10.0. Solutions for vulnerabilities have been provided for the existing code-
base via Patch Releases.

60814 Guard guest account creation could be intercepted

If a new guest account was created but not actually used by the recipient, Guard users could take
over such accounts by re-using other guest account IDs and setting the initial password. This was
possible due to a missing check for the random value of the account creation mail. We now enforce
this value to be present when setting the initial guest account password.

4 Bugs fixed with this Release

This section provides a summary of bug fixes and changes that have been applied subsequently
to shipping Release 2.10.0. Some of the announced bug fixes may have already been fixed at the
existing code-base via Patch Releases.

61185 External user failed to load messages in OX guard
External user wasn't able to read encrypted emails.
This has been fixed by not using global mail settings for Guard Guest accounts.

59903 Guard defaults are honoured even if user doesn’t have guard-mail capabilities

If a user has set up a Guard account and has configuration settings for default signing or default
encryption, and then the account is disabled (capability.guard-mail=false), these defaults are still
honoured.

This has been solved by loading default settings even if guard-mail capability was removed.

60137 Wrong Danish translation for Guard dialog
When creating a OX Guard keypair, the related dialog did show incorrect text fragments when using
Danish translation.
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5 Tests

Open-Xchange has successfully verified all bug fixes that could be reproduced within a lab environ-
ment.

To avoid side effects, the shipped packages have gone through automated regression test on both,
a Continuous Integration System and a dedicated server set-up for system and integration testing.
All changes have been checked for potential side-effects and effect on behavior. Unless explicitly
stated within this document, we do not expect any side-effects.

6 Fixed Bugs

61185, 59903, 60137, 60814,
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