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®
Release Notes for Patch Release #2756 Dx

1 Shipped Product and Version

Open-Xchange Guard 2.0.0-rev9

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering

2 Bugs fixed since previous Public Release

This document provides a summary of bugfixes and changes that have been applied subsequently
to shipping Patch Release #2626.

40967 Private key could get overwritten

In a scenario where a user has multiple private keys and inadvertently created a additional key by
replying to a mail sent to an alias address, it was possible that the primary private key got overwrit-
ten by a key for the alias address. This potential issue has been solved and a couple of failsafes
have been added for hardening. Versioning for multiple keys has been re-worked to make sure
each key has a unique and incremental version. In addition, only one key can now be marked
as "current” and updates to the key list have been enhanced by a double-check to make sure the
updated Key-ID is the correct one.

3 Tests

The Open-Xchange QA team has successfully verified all bug fixes that could be reproduced within
a lab environment.

To avoid side effects, the shipped packages have gone through automated regression test on
both, a Continuous Integration System and a dedicated server setup for system and integration
testing.

All changes have been checked for potential side-effects and effect on behavior. Unless explicitly
stated within this document, we do not expect any side-effects.

4 Fixed Bugs
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